
 Windar renovables 

Security of  information 

Policy 

GD000597-R.01 



Statement 
 

Informa�on is a very important asset for Windar renovables, so it will be necessary to guarantee its confiden�ality, inte-

grity and availability, in accordance with recognized Informa�on Security management standards. For this reason, it is a 

firm commitment of Windar renovables to establish all the necessary controls regarding informa�on security. 

 

These controls include the processed data of the professionals, physical and logical assets, and cri�cal infrastructures ne-

cessary for the maintenance of the services provided by the company. The purpose will be to guarantee their effec�ve 

protec�on and their compliance with current legisla�on. 

 

The senior management of Windar renovables in the exercise of their responsibili�es, and in order to achieve the most 

appropriate levels of informa�on security, approves this Policy. In it, the general principles that will govern all its ac�ons in 

this ma-er are established. 

 

The Policy will be applicable in all loca�ons where Windar renovables carries out its opera�ons and maintains effec�ve 

control over the informa�on handled, thus aligning itself with the Mission, Vision and Values of the company. 

 

Technology and innova�on contributes to SDG 9, in par�cular by helping to create a resilient infrastructure, promo�ng 

inclusive and sustainable industrializa�on, and fostering innova�on. 

 

 

Principles of ac�on 
 

Windar renovables promotes the following principles that will govern its ac�vi�es in ma-ers of corporate security, 

 

 Compliance with this Policy as well as with the legal regula�ons at all levels of the company, is the responsibility of 

the en�re Windar renovables team, as well as the willingness to adapt to future regula�ons, customer and social 

requirements. 

 

 Informa�on assets are guaranteed to be used only for approved purposes, developing measures that allow them 

to be iden�fied and protected against all unauthorized access, modifica�on, communica�on or destruc�on, be it 

inten�onal or fortuitous. 

 

 In accordance with this Policy and to achieve business objec�ves, the necessary material resources are available 

and training needs in new technologies and skills are detected. 

 

 Con�nuous improvement is developed within the framework of the company's governance and sustainability sys-

tem. Management undertakes to lead it through the ISO 27001 standard, which is applied in all loca�ons where it 

conducts its business opera�ons. 
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Lines of ac�on 
 

Based on the principles set out, the following areas of ac�on are defined, 

 

 Carry out our ac�ons always under the protec�on of current legisla�on, as well as the Code of Ethics and the Go-

vernance and Sustainability System. 

 

 Guarantee the commitment with the Security of the Informa�on, providing the support and the necessary mana-

gement to respect the legal requirements. 

 

 Inform and make staff aware of the security measures that affect the performance of their du�es and the expecta-

�ons placed on them in terms of security and confiden�ality ma-ers. 

 

 Guarantee the con�nuity of the services provided and considered essen�al and the con�nuity of business proces-

ses by applying controls that minimize the materializa�on of cri�cal risks, defining roles and responsibili�es that 

allow the defini�on and implementa�on of a Risk Treatment Plan and the evalua�on of its effec�veness in redu-

cing iden�fied risks. 

 

 Adequately protect company assets and ensure access to informa�on systems only to authorized personnel. Use 

cryptographic systems and techniques to protect informa�on based on risk analysis, in order to ensure adequate 

protec�on of its confiden�ality and integrity. 

 

 Guarantee the administra�on and management of the pla;orms and services related to the processing of informa-

�on, ensuring the protec�on of the informa�on that is communicated through telema�c networks and the protec-

�on of the support infrastructure. 

 

 Guarantee security in internally developed applica�ons. 

 

 Transfer the principles of ac�on to the suppliers related or who par�cipate and collaborate in the security of the 

informa�on, evalua�ng their effec�veness periodically. 

 

 Ensure that interested par�es are aware of and comply with this Policy, in accordance with their role when dealing 

with informa�on from Windar renovables or its clients. 

 

 Guarantee that informa�on security events and vulnerabili�es associated with informa�on systems are communi-

cated in such a way that correc�ve ac�ons are applied in the shortest possible �me. 

 

 Guarantee the right to privacy of all natural persons related to Windar renovables, by protec�ng the personal data 

processed. 
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